Consulting
Build Beyond As One: Security Risk Visualization and
Countermeasure Support Service

Based on Industrial Site Assessment

Support for reducing business risks associated with process
transformation at industrial sites using Digital Technology x IT/OT
security knowledge

As part of DX, the importance of security countermeasures in factories is gaining attention due to the recent
trend of industrial sites (OT . Operational Technology) being increasingly connected to external networks. This
trend increases the points of contact between the OT environment and cyber attacks, which can lead to
operational downtime and security violation. Consequently, buyers are increasingly demanding OT-sites to
conform the security standards during transaction. The risk for failing to comply with the security standards is
serious as to it may suspend transactions.

ABeam Consulting helps clients reduce their business risks by clarifying OT security from its “As-Is" state to its
"To-Be” state, and by supporting the implementation of security measures, which is done by utilizing its
knowledge and experience of security countermeasures in both IT and OT.

Real Cause Why Security Measures Have Not Progressed in OT Domain

OT is an environment developed for different purposes than IT. Therefore, there are issues that prevent the deployment of IT security
countermeasures, standards, and operations to OT. IT departments are also unable to take any countermeasures, and the management organization,
network, rules, and operations are all separated from each other. This causes inconsistencies in countermeasures at each site, magnifying potential
risks at security holes. To prevent OT incidents, it is important to promptly visualize the present situation, and to plan and implement long-term
countermeasures.

@ OT Has Low Security Risk Sensitivity

OT Environment IT Environment
Purpose Operation(Manufacturing, shipping, etc.) Information processing and organizing
Assets to Protect People (safety) - Goods (Equipment & Product) * Service (Continuous Operation) Information

Ensure Safe Operation (Availability),

Priorities Ensure Standard Operating Conditions (Completability) Ensure confidentiality
D 4 D 4
Equi A Used long-term (10~20 years) Update the system every 3~5 years,
quipment Assets Changes in operating conditions are avoided as much as possible during stable operation. with frequent security patching
Asset Management Local departments at each site are responsible for their equipment, Emphasis on governance, managed
Departments with emphasis on stable operation. by Information Services
Low sensitivity to information about cyber attacks Collect incident and vulnerability
Knowledge and lack of awareness of actual OT security attack cases. information frequently
Top management has limited awareness of the crisis, and obtaining .
Budget budgets for countermeasures is also difficult. Necessary measures will be budgeted
Technical Issues in OT Environment Operational Issues ¢
® Lack of management of NW configurations and assets, and the actual
technical risk is unknown. ™. © Lowstandard countermeasures at majority of sites@due to inconsistent
® Unable to resolve vulnerabilities since vendors do not guarantee for =y levels and incident response.
operation due to equipment changes. =7|| e Lack of security control improvement processes, in contrast to the
e Difficulty in traffic-monitoring due to complexity of numerous existing processes for improving safety and quality

equipment-specific communication protocols.

Service to Resolve Issues: OT Security Risk Visualization and Countermeasures Support

ABeam Consulting's consultants, with knowledge and experience in both IT and OT security, visualize risks and share the purpose to
countermeasures on-site. We also support the smooth operation of OT security countermeasures as a success factor for DX by utilizing deep
understanding of the on-site processes and DX needs of each company based on our broad industry and service coverage as a general consulting firm.

Plan for Countermeasures and Operations

e Plan for ideal countermeasures/operations according to various security standards.
Operation * Support for self-driven improvement cycle on-site and human resource development

Minimize On-Site Burden and Risk Control

* Understand the Business/DX/Security requirements
e Present solutions that take business impact into consideration

Technology

Raise Awareness by Sharing Objectives
e Understand and raise awareness of risks across on-site to management, and IT to operations.
e Create a sense of unity by positioning the countermeasures as a success factor for DX
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The Value Proposition of ABeam Consulting

The key points of OT security are raising security awareness and minimizing on-site impact and burden. ABeam Consulting combines the
knowledge of consultants with expertise in digital technologies and backgrounds in various industries/sectors to visualize the potential risks
in a company's DX scenario. This allows us to share the purpose of security countermeasures on-site and to raise security awareness. We also
combine our knowledge of security/OT operation to recommend countermeasures that balance risk, operations, and cost, and provide
support for implementation of the countermeasures while minimizing on-site impacts and operational burdens.
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Incident Experience Operation and
p organization launch support
® Factory Security Incident
Response Team (FSIRT)

e Traffic and log monitoring
tools and OT-SOC cooperation

® Pre-survey for security
® On-site security assessment

® Cyber Attack and Digital
Incident Response Experience

Approach

Overviews (Organization / Operation / ® Involvement of top e Incident flow formulation o Automated response (SOAR)
Technology / SCM) management/other ® Plan company-wide standards ~ ® Asset and configuration
® Security risk analysis (based departments (standards-based) management

® Assessor training, internal
audits

® Minimize the impact area by
NW segmentation

on present DX scenarios)

Effects of OT Security Risk Visualization and Countermeasure Implementation Support Services

In this service, ABeam Consulting defines the ideal OT security countermeasures and supports the implementation of the countermeasures for
the issues addressed in the OT domain. Our security and digital technology consultants combine their knowledge of on-site equipment and
operations to complete each step. By doing this, we help clients to reduce security incidents at OT sites and business risks due to delays in
implementing countermeasures, thereby contributing to the DX.

Risk Sensitivity Technology Operation

® Operations and countermeasures
lack consistency.
® Most sites have low operational

® Uncertain about actual technical
risks.
® Unable to change equipment.

® Focus on stable operation only.
® Since the security risk is small, it is
believed that countermeasures can

Before be subordinated. e Difficult to monitor traffic. standards.
® Improvements are not being made
continuously.
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Share purpose and create Maintenance and consistent
ars)enge of unit Risk control improvement of
Y countermeasure levels.
® Understand that inadequate ® Real-time visibility of OT assets and ® Countermeasures are being
countermeasures can become network configuration. implemented at a uniform standard
business risk. ® Anomalous communication can be across the company.
® Minimize the operational burden detected. o Incident response procedures and
and be positive about the ® Understand technical risks and can organization are properly
countermeasures. make decisions regarding business established.
® Understand that OT security is a continuity. ® Status of countermeasures at each
success factor for DX. site is regularly checked and
improved.
Reduce Business Risk Promote DX
® Actual damage such as downtime due to incidents ® Reduce security risks in OT environments that hinder DX
® Suspension of transactions due to delays in compliance scenarios
with standards
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